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1
Decision/action requested

This solution is based on the discussion paper S3-182942 for achieving higher data rates for UP IP.
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Rationale

Currently the maximum supported data rate per UE for integrity protection for the DRBs is limited to 64Kb/s but can be extended in future, but depends mainly on the UE limitations that the UE is not able to handle the computation of the MAC-I for higher data rates and the computation complexity is growing linear with the message size of the PDCP PDU [3].
The solution proposed here is applicable to the different options of eNB and gNB deployments and relies on partial UP IP as much as the UE limitations allow. 
It is proposed to capture the following solution in TR 33.853, the skeleton [3] and its clause numbering may be still subject to changes in the meeting.
4
Detailed proposal

Begin of Changes
6.x
Solution #x: Partial UP IP on PDCP layer considering UE limitations
6.x.1
Introduction
This solution is covering the partial UP IP up to the UE limitations of its security capabilities to compute/verify the MAC-I of the PDCP packets.
6.x.2
Network options affected
This solution is applicable to the following network options similar to normal PDCP UPIP:

- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 5 - 5G core with eUTRA 

Editor's note: delete the ones that are not applicable.

6.x.3
Solution Description
Based on the supported data rate, UE may only calculate the MAC-I for a part of the PDCP data unit, also referred to as “Integrity Protection-window” in the following. Since the ciphering is performed after the integrity protection, the Integrity Protection-window could be placed anywhere within the PDCP packet as shown in Figure 6.x.3-1. The receiver will be informed about the Integrity Protection-window information for the verification by means of e.g. configuration or PDCP header informationfor the verification. 
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Figure 6.x.3-1: Partial Integrity Protection

The window that can be integrity protected is limited directly by the maximum supported data rate for integrity protection for the DRBs of the UE.

The offset of the protection window inside the PDCP packet may be fixed and pre-configured or indicated in the PDCP header.

The following table shows the number of bits that can be subject to UP IP depending on the time the UE is scheduled and maximum bitrate the UE supports.

Table 6.x.3-1: Nr of integrity protected bits depending on UE limitation and scheduled traffic time
	PDCP PDU scheduled in ms
	UE limitation in kBps

	
	64
	128
	256
	512
	1024
	2048
	4096
	8192
	16384

	1
	64
	128
	256
	512
	1024
	2048
	4096
	8192
	16384

	2
	128
	256
	512
	1024
	2048
	4096
	8192
	16384
	32768

	3
	192
	384
	768
	1536
	3072
	6144
	12288
	24576
	49152

	4
	256
	512
	1024
	2048
	4096
	8192
	16384
	32768
	65536

	5
	320
	640
	1280
	2560
	5120
	10240
	20480
	40960
	81920

	6
	384
	768
	1536
	3072
	6144
	12288
	24576
	49152
	98304

	7
	448
	896
	1792
	3584
	7168
	14336
	28672
	57344
	114688

	8
	512
	1024
	2048
	4096
	8192
	16384
	32768
	65536
	131072

	9
	576
	1152
	2304
	4608
	9216
	18432
	36864
	73728
	147456

	10
	640
	1280
	2560
	5120
	10240
	20480
	40960
	81920
	163840

	20
	1280
	2560
	5120
	10240
	20480
	40960
	81920
	163840
	327680

	40
	2560
	5120
	10240
	20480
	40960
	81920
	163840
	327680
	655360

	50
	3200
	6400
	12800
	25600
	51200
	102400
	204800
	409600
	819200

	100
	6400
	12800
	25600
	51200
	102400
	204800
	409600
	819200
	1638400


The higher the data rates per PDU session for integrity protection in the UE and gNB the more bits can be protected per PDCP PDU. Also if PDCP PDUs are scheduled less frequent, the UE has more time for the integrity protection and thus can protect more bits of the PDCP packet. 
6.x.4
Solution Evaluation
Editor's Note: write an evaluation of the solution against the relevant key issues here (or have an editor's note saying that it is to be added later.)

End of Changes

